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Tracking Bugs, Changes, and Other
Issues

14.0Introduction

Bugs stink. They're distracting from the fun wawk really want to do, they're irritating
because management and the customers get upsehegfr@ embarrassing because too
often they lead back to a silly mistake we as msiftnal developers should never have
made. Bugs are also a part of your life as a suwdeveloper.

Change is also part of your life as a software tbgper. Users and customers find
already-implemented features they'd like changedthey come up with new features
they'd like to see wrapped into the system you'vdding. That's all fine and good—
after all, the customers are the ones indirectlyimmpyour salary, so keeping them happy
is a Good Thing.

So how do you go about keeping track of all thasgsbissues, and requests? You can
only hang so many Post It Notes ™ from your monitord Post Its are horrible when
you're trying to keep track of some sort of conegicn flow on an issue. (Plus, Post Its
are lousy for capturing screen shots.)

Unless you're working on a miniscule project by gsmif with no customers, you need
some sort of issue-tracking system to help keefhalistraight. Why? To help add value
to your lifecycle by making sure you're able to ergtand the impacts of defects and
changes to your system.

Tracking lets you keep a history of what bugs werend in which versions and when
they were resolved—or which version rolled out &cific feature requested by your
customer. You can also go back and see how yogrdiscovery and fix rates have
changed as you've progressed through your project.

Just as importantly, tracking systems help yourjtiie@ and queue items to roll into your
regular workflow. You're much better able to maaabe business of finishing up the
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system when you'’re able to understand how much bod-change-related work you've
got left to do.

Data items for bug reports or change requests @ager quite widely depending on the
environment you're in. The very basics for a begart should include the software
component the bug was found in, the version ofsthféwvare, what operating system the
software was running on, the finder’'s contact infation, and an estimate of the bug’s
severity. A clear description of the bug and hbwas discovered are also critical.
Additionally, being able to attach files to a bugort is extremely beneficial—tacking a
screenshot to a bug report can quickly clear ugoniseptions.

Change requests should have similar informatiorarin case, the fundamentals remain
the same regardless of which flavor of an issueendiscussing:

you want some way to store the information

you want to be able to query it so you can findipalar types of issues (open bugs
with a severity of critical, for example)

you'd like to generate some trending information.

With your bug or feature request in the system, gmbably want some way of handling
at least some rudimentary workflow on the issuene Tssue’s status (open, assigned,
fixed, tested, closed, etc.) is an important datatpas are things like who the issue was
assigned to, when the issue will be closed, and wiraion or iteration the fix is planned
for.

All of the preceding may seem like too much work your project. That certainly may
be the case—only you can decide what the right lefveffort is to bring value into your
development process.

At least you'll be able to make an informed deaisidter reading this chapter!

Of course, folks at the edges of Agile methodolsgigll scoff at this
entire chapter and merely use a Big Visible Charhandle all their
tracking needs. See Ron Jeffries’ defect trackisygstem at
http://www.xprogramming.com/xpmag/BigVisible Chantsn#N253.

The Tools

For a basic tracking system with the bare minimums-and a bit of expandibility
BugTracker.NET

Gives you a .NET tracking system with solid funogdity right out of the box.
Extremely simple to set up and configure, plus giyeu some nice flexibility for
expansion if needed.

For handling moderate-sized issue tracking needs
CodeTrack

Provides a fast, very lightweight tracking systeapable of handling remote users as
a web-facing tracker. Provides e-mail notificatidlexible interfaces, and solid
reporting out of the box.
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For a full-scale enterprise tracking system
Bugzilla

Enables you to roll out a tracking system capalfl@amdling any amount of bug
reports or change requests you could possibly gémerafter all, Bugzilla is the
backbone tracking system for Mozilla. Extremelgxible and extensible with a
feature-rich set of capabilities.

For integrating collaboration and planning into your tracking system
Trac

Integrates a Wiki, Subversion, and an issue trackystem so you're able to directly
reference specific bits of code in the conversatignu’re having about project
issues. Tremendous reporting features give yoatgrsibility into the repository
and tracking systems, plus you can tie directlygrmject milestones.

14.1Implementing a Bare-Bones Defect
Tracker with BugTracker.NET

Not everyone wants to deal with the pain of settijg and maintaining a Bugzilla

instance for defect/issue tracking. This is esgcthe case with smaller projects where
a small team of developers just doesn’t have thik sét or time to deal with that

overhead.

BugTracker.NET is a lightweight, easily installedfect/issue tracker built against the
.NET 2.0 Framework. It also runs on pure Microsmftnponents, so you won't need to
do the politicking thing if your management is amiusing portions of the LAMP

(Linux, Apache, MySql, Perl) platform. It doesnave all the shiny toys of Bugzilla or
other trackers like Gemini, but its beauty liestsnout-of-the-box simplicity.

Table 14-1. BugTracker.NET at a Glance

Tool BugTracker.NET

Version Covered 2.25

Homepage http://btnet.sourceforge.net/bugtrackernet.html
Power Tools Page http://www.windevpowertools.com/tools/159
Summary Simple to set up and configure, easy tmlaad use.
License Type GNU

Online Resources Very active help forum on Sourogés foundry page.
Supported Frameworks Built against .NET 2.0.

Related Tools in This BugZilla, CodeTracker, Trac

Book
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Getting Started

BugTracker.NET is a web-based issue tracker, so’llymeed IIS running.
BugTracker.NET will work with either SQL Server MSDE, and success has been
reported with SQL Express.

Getting BugTracker.NET up and running is a preiiypde task once you've downloaded
it from its homepage:

1. Extract the download zip file to a folder

Configure a Virtual Directory for BugTracker.NET lit8’s management tool
Create a database

Run the setup.sql script in the database to cdiatejects

Configure database access

Tweak a few things in theeb.conficfile

N o ok wDbd

Log on and configure your bug reporting options
Everything is straightforward, and it's a snap &b igistalled.

Particularly nice is BugTracker.NET's conveniendetydang in with an SMTP service.
It's particularly easy to get it working with 1IStsuilt-in SMTP mail server. There’s no
hassle with being tied specifically to SendmailSendmail clones, which should make
everyone quite happy. Do make sure to update krmlated fields in theveb.config
file, otherwise you'll end up with mails getting lneced into theBadmail folder with
0xCO00402CE errors. (That cryptic error message notes thdieeithe From, To, or
Message Data field wasn't populated.) Searchwthk.configfile and update elements
containing “EMAIL HERE" as needed.

Using BugTracker

BugTracker Administrators (one’s created at inatalh) will have to create an account
for you before you're able to enter bugs in BugkeadNET. Once you've got a logon
you're free to create and work with bugs.

Enter a new bug by selecting the “Add new bug” @pibnce you're logged in. The Add
New screen will appear, offering you a small grafifields for filing new bugs. As you
can see from Figure 14-2, BugTracker.NET's opti@me quite simple, but flexible
enough for many uses. Values for all fields atebgethe administrator from the Admin
screen, so you're able to customize BugTracker.MER unique status levels, priorities,
etc.

Additionally, BugTracker.NET gives you several apts for adding custom fields. This
allows you to include tracking for things like seftre version number or platform.
You're able to add these custom fields in one of¢hways:

Customize the MyAttribute field
Create new global fields via the custom fieldsisecdf the Admin page
Create project-specific fields via each projecége

You'll need to log on as the admin user, then clibk “admin” option on the main
screen. From there you'll be able to change varaptions, as shown in Figure 14-1.
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} BugTracker.NET - admin - Mozilla Firefox
File Edit WView Go Bookmarks Tools Help delido.wus

QEI x $ - %‘ I_I @ % AG |u http:{flocalhost/BugTrackerMet /admin.aspx V‘ @ Go ‘@,bugh’acker‘net |
EIGRE=CIAV S bugs search queries admin reports settings logoff about ids |_aotobug L°d9r§ﬁ|° —

* users

-

projects

categories

-

priorities

-

statuses

user defined attribute (se= "ShowUserDsfinedBugattribute” and "UserDsfinedBugattributzNams" in Web. config)

-

custom fields (add custom fields to the bug page)

* run ad-hoc query |Th\s links to query aspx, Qusry.aspx iz not saf= on 2 public web s=rver,

There are other admin options in the file "Web.config".
View Web.config

Server Info:
Path=D:\projects\Tools\BugTracker.NET\src
MachineName=ITROSE-1
ScriptTimeout=30000000

E Dane

<

|

Figure 14-1. Options on the Admin page

To file a bug report, simply fill out details indtvarious fields and click Create. The bug
will be entered into the database, and an e-mdification will be sent to users who
have requested mail notices.
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) add new - Mozilla Firefox

File Edit W¥ew Go Bookmarks Tools Help delido.us

<:E| X LL \ @ e @ E TAG ||_| http:/Aocalhost/BugTrackerNet/edit_bug.aspx?id=0 w| @ Go !@, ‘
| [ Book = To-Do | L1 add new [} Back > Milestanes x|
— § A~
=LREECIAN AN bugs search queries  reports settings  logoff about id:| | gotobug | ‘?E?ef.‘" 2=
add new bug
Bug 1D:
Short desc: iBribery GUI's automatic currency conversion rates off \
Project: World Domination Change project: iWOrld Domination Vi Category: Control Economy V] Priority: | med » 3

B e
Assigned to: [not assigned]  Re-assign: |[notasswgned] v Status: |HEW ot YourAttribute: | [none] v
[+] [-] comment:

|The Bribe Official GUI's currency conversion rates appear to be off. It looks
{like they're not properly updating to current rates for any supported currency,
leven when the system is connected to the network.

|This is a significant impact since we're often giving out more cash than
/needed. It's also bad for our corporate image since we look like schmucks who
|can't properly compute bribes.

Create

<
R Dene

K—;':!v

Figure 14-2. Entering a new bug

Alternatively, you, or more likely your customersn file bug reports via e-mail. Use
either thebinet console.exer btnet service.exelients depending on how you want to
grab mail. You’'ll need to set up configurationiops in thepop3Settings  section of
theweb.conficfile for either of these two to work properly.

Once you've got a bug reported in the system, yoalle to work it through a typical
flow of a bug. BugTracker.NET’s default Statusiop$ include new, in progress,
checked in, re-opened, and closed. Note that tB¢sts options, and therefore the
workflow, can be easily customized via the admigeaJsers can be assigned a bug,
progress can be changed, comments can be added teport, and attachments can be
uploaded as part of the documentation chain. Aalditly, the history of actions such as
assignee and status changes can be shown in tr (€jgure 14-3).
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) Bug ID 4 Hack Bank feature hangs when currency is Francs - Mozilla Firefox

Ele Edit View Go Bookmarks Tools Help delido.wus

Bug 1ID: 4 view change history Last changed by JimHolmes on 2006-05-22 11:18 PM view subscribers

Short desc: iHack Bank feature hangs when currency is Francs |

Reported by JimHolmes on 2006-05-22 10:49 PM

s A [ = | I |
Assigned to: wilma  Re-assign: |wilma ¥ | sStatus: | inprogress ¥ ‘ YourAttribute: | [none] |

[+] [-] Comment;

(:El X LL = ¥ @ @ TAG ||_I http:/f127.0.0. Ljbugtrackernet/fedit_bug.aspx?id=4 \'l @ co |@, ‘
[ Book >To-Do | || Bug 1D 4 Hack Bank feature hallgswll_‘ (x|
=OONIEH G2 |88 bugs search queries reports settings logoff about id:| | gotobua Lfii‘;,',:;s
add new bug print prev  next

Project: World Domination  Change project: | World Domination Category: | Control Economy v Priority: | [no priority] v

Update I cancel notifications subscription

add attachment (save changes first) send email [save changas first)

show inline images  (save changes first) hide change history  [zave changes first]

changed by JimHolmes on 2006-05-22 11;18 FM

changed status from "[no status]" to "in progress"

changed by JimHolmes on 2006-05-22 11:17 PM

changed assigned to from "[not as=igned]" to "wilma"

comment posted by JimHolmes on 2006-05-22 10:50 PM
Appears to be related to bugid#3

comment posted by JimHolmes on 2006-05-22 10:45 PM

Trying to use the Hack Bank feature fails when working with accounts when the currency type is
"Francs" .

N Done

L

Figure 14-3. Comments and history for a bug report

Each update of a bug report (assignment, statag, will cause an e-mail to be sent to

users who have subscribed for that bug. A numbeptions for controlling
be set in each user’s profile and also for theremtioject.

e-mail can

Bug reports can be linked to other reports in thtalase, simply by referencing those
bugs with “bugid#99”, where “99” is the bug numbeFigure 14-3's comment chain

shows a link to bug #3 in the second from the mttomment.

Another nice feature of BugTracker.NET is the &pilto display small image
attachments inline in the history log (Figure 14-A)his is a handy feature since you're
able to quickly get an idea of what's being refesth Click the + to slightly expand the

thumbnail, or click the View link to display theaghic full-screen.
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file attached by JimHolmes on 2006-05-22 11:23 PM

Froper conver=ion wvalue

ﬁattachment: calc.png view save

zize: 10870 content-type: image/png

[+]1[-]

B takculatar
Fill %iwe =1
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Figure 14-4. A graphic displayed inline with thegteicomment chain
Integrating e-mail and using screenshots

BugTracker.NET'’s integration with e-mail lets yoas#y track correspondence about a
bug within the bug itself.

Corey Trager, BugTracker.NET'’s author, has writkesimple screen capture utility that
simplifies uploading graphics to the database. Bload thebtnetsc.exautility from the
SourceForge project site and save it to a handyefol Run it and configure a bit of
information about your BugTracker.NET instance. uYidbe able to capture portions of
the screen, mark it up, and send off a new bugrteyith just a few clicks.

Figure 14-5 shows a screenshot of a bug pagedistire of the example users still in the
user list. You'll see that the screen capturatytdllows you to mark up a graphic with
scribbles, enabling you to specifically point oublglem areas on a screen.
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Ele Edt View Go Bookmarks Tools Help delico.us

<ZI = 2 20 @ E e |0 htmir127.0.0 - bug.aspid=4 ~ @ [CL |

([ Book>ToDo | L Bug ID 4 Hack Bank feature hangs wh... | [ | Dowrloating File: binet/binetsc_t 4exe | ]

~

BugTracker.NET T ESEEE I ) queries reports settings logoff about id: gotobug et e il
add new bug  print prev next

BugTracker-NET Screen Capture

BugID: 4  view change history  Lastchanged| fe capure Help

Short desc: Hack Bank feature hangs when curre;
Reported by JimHelmes on 2006-05-22 10:49 PM = capture
Froject: World Domination  Change project: | Woi| f5 ol

————— 2| | Forearound
Assigned to: wilma  Re-assign: |wilma b &
[+] [-] comment: s —

nek e ¥ crmor cnntEcrmy 51 e [ ]

| [ ] voreras [ %]

ZHEde Youcan dran”an

ick
and hold, move, then
| release.

Erase Draning

add attachment  (zave st} send email

hide inline images  (ssvechangsz st hide chang

file attached by JimHolmes on 2006-05-22 11:23 PM

Proper conversion value

Pattachment: calc.png Wiew save

size: 10870 content-type: image/png Configure.

[+

Exit

C:\POCUME1\Jim|. OCALS~ 1{Templpugtracker_screen_capture. jpeg saved,

e ‘
e [ | e [ A
[ | http:/f127.0.0. ,_attachment. 148bug_id=4 o

Figure 14-5. BugTracker.NET’s screen capture wtilit

See Also

Bugzilla
CodeTrack

Trac

Getting Support

Support for the tracker can be found on the Soung=project forums. They are very
active, with a number of users offering help.

BugTracker.NET in a Nutshell

The sole drawback of BugTracker.NET (for some) niayits source code. Trager
authored BugTracker.NET outside Visual Studio ahndse not to make use of any code-
behind features. This also means that all thenlessilogic is rather closely tied with the
presentation logic. Folks looking to alter BugTk@icNET'’s features will have to get

comfortable with working outside Visual Studio. ager has a sidebar on the project’s
home page addressing some people’s complaints: ffidst common reason is not that
they don't like how itvorks It's that they don't like how it isritten.”

Documentation for BugTracker.NET is sparse, butc@menough to get folks up and
running in a matter of several handfuls of minutes.
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BugTracker.NET might not be the right solution farge-scale teams and projects, but
it's certainly a capable bug-tracking system whigh work for many implementations.

14.2Handling Mid-Sized Projects with
CodeTrack

We have all been there — a small project startegtday, and somewhere along the way
we needed to keep track of open bugs and end uskeasige requests. Maybe just a
quick-and-dirty Access database, or perhaps evepreadsheet, which was initially
“good enough.” But eventually, we could not igner@eed for a proper centralized bug
management and tracking system.  You quickly discdhat the myriad available
options (proprietary and open source) are dizzyarg] nearly all require a full blown
mail server and database. Plus, you'll practicablgd a Bachelor's degree in mod-Perl
and mySQL to support the Linux/Apache side.

CodeTrack is a pain-free solution for tracking ananaging code defects over the web.
You create, review, and manage bug reports andl@seresponses across multiple
projects through a simple, collaborative, distrdslitool. Particularly suited for intranet

and extranet environments, CodeTrack includes-bustrong authentication, and allows

role-based and project-level access controls, aitlomplete audit history of all changes
throughout the lifecycle of a bug or change request

Table 14-2. CodeTrack at a Glance

Tool CodeTrack

Version Covered 1.0.0

Homepage http://kennwhite.sourceforge.net/codetrack/
Power Tools Page http://www.windevpowertools.com/tools/160
Summary A lightweight web-based defect and change

request tracking system. Runs under PHP
and Apache or 1IS on Windows, Linux, BSD
or OSX. Installation is trivial and typically
takes less than 5 minutes to set up.

License Type GPL

Online Resources Sourceforge user forums, actiopgrteam
support, context-based help file.

Related Tools in This Book SVN/CVS, ViewCV, Torte®&/N/CVS

Getting Started

CodeTrack is a very lightweight PHP application amas on all major modern operating
systems: Windows 2000, Windows XP, Windows Sern@03? Linux, BSD, OSX. It
requires either Apache 1.3/2 or 1IS 5/6.

The client is a thin Web Standards-compliant CSSIKH template design, and runs on
all major browsers (Firefox, IE, Opera, Safari)etc

10
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It's an odd thing, perhaps, but it should probaiypointed outvhat is not required-
what is not required is a dedicated mail servea alatabase, and all the administration
that comes along with that. This fact alone sapar&odeTrack from 99% of the other
web-based defect tracking systems. CodeTrack sgyued around an almost Danish
Minimalist philosophy—the underlying “database”sisply a series of plain text XML
files, and the entire application is a single PH&gpam.

Typically, CodeTrack is deployed in one of two sméwos: either as part of an in-house
project where all development work is done onsig,(an intranet/private network), or,
more typically, where some or all of the develophteam work remotely. It is the latter
case where a distributed web-based lifecycle tiké ICodeTrack really shines—
members of a project from anywhere on the planet wadate issues, track defects
reports, or change requests.

One of the advantages of CodeTrack is that it i6%d0cross-platform on modern
operating systems, so whether you have accessdidde inux or, say, a Windows 2003
server makes no matter. Installation is basictdly same, and pretty straightforward,
assuming you already have a working PHP servdreiepache or [1S)
1. Create a content directory in Apache- or [IS-owspdce:

| mkdir /home/httpd/htdocs/codetrack

or:
| mkdir C:\Inetpubwwwroot\codetrack

2. Download CodeTrack from Sourceforge, and unzigfitee into the content
directory just created:

| tar -xzvf codetrack tar.gz /home/httpd/htdocs/codet rack

If you're planning on running CodeTrack from a Wawes server, you
should choose thecodetrack.zip distribution file, rather than the
codetrack.tar.gfile (the source content is exactly the same), @amp
them to thecodetrackdirectory.

1. If running Apache, set the permissions for theaoey so that it is readable and
writable by the owner of the web server context:

chown -R nobody.nobody /home/httpd/htdocs/c odetrack
chmod -R 600 " find /home/httpd/htdocs/code track -type
chmod -R 700 " find /home/httpd/htdocs/code track -type d”

In Windows, this step is typically not necessamyt to verify, right-
click on thecodetrackfolder, and check that the properties are set to
read/write for the folder and all subdirectorieshe key thing is that
thexml andattachmentslirectory are writeable.

2. If you plan to use e-malil notification, edibdetrack.inc.phand set a real return
address for codetrack:

| DEFINE ("CT_RETURN_ADDRESS", "codetrack@exa mple.com™);

i you need a just-the-facts, no-nonsense howto install Apache+PHP-on-Windows guide,
please see Eric Hvozda's excellent 10 minute guide at http://www.hvoz.net/apache/

11
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Alternatively, to disable e-mail in CodeTrack, editdetrack.inc.php
and seCT_ENABLE_EMAIL to FALSE

3. Fire up a browser and navigatehtitp://name-of-your-server/codetrac@dd login as
the System Admin:

Login: admin
Password: codetrack
Project: Test Project

After logging in, you will be prompted to set a ngassword (which would be an
excellent thing to do). With the basic mechanigsaf the way, let’'s add users, create a
project, and start filing bug reports.

Using CodeTrack

Creating new users

The first order of business is setting up at lea& new non-admin user. As the system
administrator, click on Admin, then Add a User. uvieill see a screen like Figure 14-6.

12
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Figure 14-6. Setting up a new user in CodeTrack
The required fields (First/Last Name and e-mailradsd) are indicated with an asterisk.

The dropdown box for Role can be left to Develofar now. Depending on your
situation, you may have a very informal test/QA iemvment, or a more rigidly
structured workflow. By default, CodeTrack is dgnfed for informal SDLE process
controls, so anyone on a project can file a bugChange Request, reprioritize its
severity, and set an issue to Closed/Deferred, Htstricter workflow is required, i.e.,
developers report “fixed in branch X" but only Qégting staff are allowed to close a
bug, then the choice for role is critical. Thisefarence is configurable in
codetrack.inc.phpvia CT_QA_ENFORCE_PRIVSand CT_QA_WHO_CAN_CLOSE
options.

You may choose to leave the user name blank, andystem will autogenerate a name
using the convention first initial + last name. Rigure 14-6, Keith Richards becomes

% «SDLC” is Software Development Lifecycle, formally embodied in such models as the
Carnegie Mellon Capability Maturity Model (CMMi), ISO, or FDA Validation Standards for
Regulated Systems. In some development environments, such as life-critical systems,
there are often very transparent formal requirements for full accountability of defect
reporting, as well as verifiable independence of testing from programming.

13
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“krichards”. Alternatively, you may supply a frigiier name as shown. Checking the
“e-mail information to user” box causes the logiformation to be mailed to the address
supplied.

Creating a project

Our next task is to set up our first project. Ae system administrator, click on Admin,
then Add a Project. You will see a screen like dime in Figure 14-7. The fields are
pretty straightforward—Title of the Project, Namé&tbe Lead Developer or Analyst,
type of Project (Web-based, Desktop ApplicationtaDanalysis), etc. The radio button
for SVN/CVS Integration allows exposure of text bexfor defect/ChangeRequest
reports that contain links to a ViewCV source réfoog system.

Figure 14-7. Adding a new project in CodeTrack

Creating a bug report - CodeTrack in action

A new bug report is illustrated in Figure 14-8.

14
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Figure 14-8. Creating a bug report in CodeTrack

For the examples that follow, we will use the “Greaponnector,” a hypothetical Ajax-
on-dot-Net project. To make the most effective ofeCodeTrack, it is important to
createhigh qualitybug reports. As shown in Figure 14-8, a Brief &ary is provided,
as well as the version and module in which the degurs. Again, it is vital that a rich,
detailed description be included with any bug rémorchange request, particularly for
medium or large projects.

CodeTrack allows for screenshots or other extditesl (PDFs, Word files, spreadsheets,
etc.) to be attached along with the bug descriptgimilar to the way that most web-
based email systems work; simply click Browse, aagtigate to the file you wish to

attach.

To send an email announcement to other membelgqdrbject team, click on the list of
names in the cc listbox control (Ctrl- or Appleetdifor multiple names), and then check
the envelope icon.

Working with CodeTrack reports

Once lots and lots of bugs have been filed (“Whd mimt my software!”), the Home
page of CodeTrack should look something like Figare9 below. Note that the
summary graphs at the bottom of the page for Cbyr8everity and Count by Status are
for the current report table being displayed, restessarily for all issues in the system.

15
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Figure 14-9. Main page in CodeTrack (default vieywen issues only)

By default, the home page only displays Open isgues not Closed or Deferred). To
see all issues for the entire project, just cliok mmain title link as shown, and a complete
listing is displayed, as seen in Figure 14-10.

16
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Figure 14-10. Toggle view for all issues

To view details for any issue, simply click on th# link on the far left column, and
choose either the default summary view, or the dete@udit history as shown in Figure
14-11.

17
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Figure 14-11. Full lifecycle audit history for a gueport

In this example, note that the default CodeTradkgary of Closed has been expanded to
a more formal Closed-Test and Closed-CGhhis is done through theodetrack.inc.php
configuration field CT_BUG_STATUSES You can make similar customizations by
simply changing the defauldpen,Closed,Deferred setting to something more
granular, such asOpen,Closed-Test,Closed-Approved,Deferred

Creating reports: it's all in there

Although it's a rather spartan interface, CodeTractvides several quick reports and
numerous combinations of more complex ad-hoc aldefxt search queries. One feature
of CodeTrack that is often overlooked is that it@% bookmark friendly, meaning that
once you find a report that you like, as in theregkes in Figure 14-12 and Figure 14-13
below for “Change Requests on the Gmaps Projedgress to Steffen,” simply

® “CCB" refers to a technical Change Control Board, which is typically a small committee
made up of stakeholders of critical systems who approve major software updates before
they are allowed into production. The idea is that a certain degree of impartial formality
should be in place to mitigate and balance business risks against some idealistic goal of
“perfect” testing and never-ending QC.

18
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bookmark the resulting report and return as oftepaau like for a real-time update of this
filter.

Figure 14-12. CodeTrack report wizard (change resiske
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Figure 14-13. Change requests summary report

In addition to the simple and advanced reports, g obtain basic SDLC metrics for
every project in CodeTrack, as illustrated in FegliA-14.
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Figure 14-14. Simple Quality Assurance metrics repo

The QA Report displays Average Lifespan of ChangquRsts and Defects. If you need
more detail, it is probably better to use the Daxport Wizard off the Admin page to
create your own advanced reports in Excel. Thisrdoad can be a snapshot of only
current status, or the entire history of all issimegour project.

See Also

BugTracker.NET
Bugzilla

Trac

Getting Support

CodeTrack is a mature tool, originally release@@®®1, with continued updates through
v. 1.0.0 in 2006. Feature requests and bug fixes managed both through the
SourceForge forums as well as by direct requeststhto development team at
codetrack@openbugs.orgFAQs, forums, internationalization support, gratches are
also available through SourceForge or through gheldpment team directly.

CodeTrack in a Nutshell

For a Windows developer, the main issue with CodeHlris probably its native
framework — PHP on Apache or IIS. The languagassdifferent enough from, say, C#
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to be annoying for large-scale customization. sltdecidedly procedural rather than
object-oriented.

The strongest appeal of CodeTrack is its simplicity is an easy matter to install a
robust, web-based, cross-platform bug-tracking esystin under 10 minutes, on
Windows, Linux, or OSX. Itis very responsive, amahsumes a minimal amount of disk
resources. Some all-too-common annoyances of “ovdyks in IE” are pleasantly
absent, and the intuitive interface is just as gapmning on a handheld device or in
FireFox or Safari, or even some ancient versioNetscape 4 on Solaris at a datacenter.
As a single PHP program, the system is fairly easgustomize for minor-to-moderate
logic changes; all code is well commented and pideimatted. With the release of
version 1.0.0, the presentation layer is completklgnable using Cascading Style Sheets
(CSS).

CodeTrack is a simple but powerful tool that fikls niche for small- to mid-sized

development projects in need of robust web-baséettiracking. Out of the box, it can
be up and running on the Internet in a few minusesying diverse needs ranging from
an informal team of a couple of developers to gdaroject with a highly structured and
regulated lifecycle process. You don’t have todme a DBA or a mail admin just to

track a few bugs, nor lock your team into a prdprie data format. As the web page
says,CodeTrack is svelte

—Kenn White
Creator of CodeTrack

14.3Running an Enterprise-Level Bug-
Tracking System with Bugzilla

You're working on a large project and want to béeab have industrial-strength power
and features for your bug-tracking system. Youtwartie in e-mail capability so that
your developers, technical staff, testers, and otmsts can all participate in bug
discussions as easily as possible. You're alskihgofor a bug-tracking system that lets
you plug in other tools to extend your trackingtepss power. Better yet, you'd like to
be able to handle both defect and request tradking number of different products. Oh,
and by the way, you'd really like a system whictsiable, well-supported, and proven
under fire.

Bugzilla, a bug-tracking system developed by thezilllnfoundation, is perhaps the best-
known open source defect-tracking system. It'extremely wide use around the globe,
with over 520 companies having rolled Bugzilla inteir software development
environments. Bugzilla is extremely powerful wishrich feature set, and is highly
customizable

Table 14-3. Bugzilla at a Glance

Tool Bugzilla

Version Covered 2.22

Homepage http://www.bugzilla.org

Power Tools Page http://www.windevpowertools.com/tools/161
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Summary Feature-rich, powerful, highly customizadiddect tracker in
wide use with an immense user community.

License Type Mozilla Public License

Online Resources Installing Bugzilla on Windows:

http://www.bugzilla.org/docs/win32install.html
Third-party addondhttp://wiki.mozilla.org/Bugzilla:Addons

Unofficial Bugzilla Resource site:
http://bugzilla.glob.com.au

Extensive FAQhttp://wiki.mozilla.org/Bugzilla:FAQ

Related Tools in This Trac, CodeTrack
Book

Getting Started

Bugzilla isn’t the simplest thing to get set up ahfigured. First, it's really targeted to
the Linux, Apache, MySql, Perl/Python/PHP (LAMPRabrm, which may throw some
folks off. It can be installed on Windows platfanbut you'll definitely need MySql or
PostgresSQL, and Apachethighly recommended over IIS.

Setup will take you several hours, plus you'll néedspend significant time configuring
the various pieces. Byron Jones’s terrific artibhestalling Bugzilla on Microsoft
Windows(http://www.bugzilla.org/docs/win32install.htjnis a tremendous resource for
helping with the installation process.

We'll just give you a quick overview of the instghrocess rather than spend time
detailing it:

1. Install Perl

Install the database

Install the web server

Install Bugzilla

Install Perl modules

Install a Mail Transfer Agent (Sendmail)

S e o

After looking at the setup steps, you can guess ¢bafiguration of Bugzilla is not
trivial. There are a large number of parameterseto plus you'll need to do some work
setting up how your bug database will work. Agaim/'ll skip over that—not to gloss
over the work involved, but rather to concentratettee benefits of having an enterprise-
level defect tracking system installed.

Using Bugzilla

A great feature of Bugzilla is its online playgraurhttp://landfill.bugzilla.org/ Here
you're able to try out a completely configured Billgzinstance. This offers a great
learning experience; you're able to familiarize sgmif with Bugzilla and get a feel for
how you might want to set up your own installatioe’ll use Landfill for examples so
they are easy to follow.
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Once you're logged into your Bugzilla site you'dlesthe main screen as shown in Figure
14-15. From here you're able to enter new bug mspaearch out existing bugs, get
reports on the bug database, and manage your afitepr

Figure 14-15. Bugzilla’'s main page
Basics of a bug

Bugs in Bugzilla get filed against specific Producttach product might correspond to
one specific system, such as Firefox or ThunderbiZdmponents break those products
down into smaller units. Firefox's components utd Bookmarks, the Download
Manager, the JavaScript Console, and OS Integradimong others.

Each bug report has quite a bit of information,giag from details about the system a
bug was found on (OS, hardware, etc.), the versfahe software the bug is against, the
bug’s severity and priority, keywords, a summang a lengthy field for a description.

Attachments to bug reports help limit the size @&fssages being sent around to e-mail
subscribers. Each bug report can have multipiedtattached to it, and attachments
range from image files to patches. (Bugzilla caeneshow you the differences between
a patch and the current source.)

Bugs in software can often be interrelated. Buympres show if the current bug depends
on other bugs being fixed first (depends on) ahé# current bug stops other bugs from
being fixed (blocks).
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Each bug can have an extensive comment chain wiemple involved with the bug
discuss various aspects of it. Comments are eethdd system users based on their
preferences.

While each bug can have a priority assigned tofign times a product’s user community
has different ideas of what bugs should be fixest.fiBugzilla’'s voting feature allows all
system users to cast votes for particular bugseblyebringing democracy to the masses
and giving the technical staff a better understagdif what the users really want in their
software.

Filing a bug report

Selecting “Enter a new bug report” from Bugzillaidain Page brings up a list of

Products currently identified. You’'ll need to sel@ Product to file your bug against,
after which you’ll land on the Enter Bug screershewn in Figure 14-16. This screen is
loaded with fields to fill in, but a good bug-tracl system helps the entire team by
getting as much information about the bug as ptessib

Figure 14-16. Entering a new bug in the World Cohproduct
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Note that I've selected the World Control produxtsork with. Each item displayed in
the Component list can have a separate point ofacorfPOC) assigned to it during
configuration. This means | can simply select BEmnomic Control component and
Bugzilla will automatically assign the bug to thewmponent's POC. In this case,
selecting the Economic Control component automifigeopulates the Assign To field
with the proper POC. Also note that Bugzilla hadpfully made guesses for your
Platform and OS fields. Double-check those to enthey're correct.

Getting a good description of the problem is caitim any bug report, regardless of what
tracker you're using. There are several good nessuto read for guidance; however,
Bugzilla’s Bug Writing Guidelines article is as gbas any. It can be found online at
http://landfill.bugzilla.org/bugzilla-2.22-brancldge.cgi?id=bug-writing.html

Keywords are only selectable from a list configubgdthe tracker’'s administrators This
helps keep things a bit more focused than simplyingaa free-for-all with open text.
Clicking the link on Keywords brings up a list sHog words configured for this
particular instance.

Moving bugs through the system

Once you're happy with your bug report, submitritiat will be entered into Bugzilla’s
workflow. Items in Bugzilla progress in the followg sequence

Unconfirmed: First filed

New: Bug is confirmed, or gets enough votes to ghats status
Assigned: A developer takes possession of the dugsblve it
Resolved: Development on the bug is finished

Verified: QA signs off on the fix

Reopened: QA isn't satisfied and swats the fix back

Closed: Bug is closed out

No o kr~ownhe

Work on a bug progresses as developers are assigmedolve the problem. Along the
way a bug might be marked with blocking/dependefiags for its interactions with
other bugs. If your bug needs other bugs to bedfifirst, then idependon those bugs.
If your bug needs to be fixed before work on othags can progress, then your bug
blocksthose other bugs.

Let's take a look at how our bug appears in theéesgsow that we've filed it. Use the
Main Screen’s Search options to find your bug, @kenuse of the unique URL you
should have received in an e-mail message upowgfilour bug. The example bug we're
using is athttp://landfill.bugzilla.org/bugzilla-tip/show_buzgi?id=3917 (which is an
actual, live bug report in the Landfill databas®&ring that up and you’ll see the screen
shown in Figure 14-17.
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Figure 14-17. A bug entry

Note that several dependencies and blocks havedmssd. You're able to get a visual
graph of blocks and dependencies by clicking thie tiext to either field. The graph can
get rather confusing, but it's quite powerful. @pleugs are in green, grey bugs are
resolved. Each bug's icon is a hyperlink to thad’s report. To help you sort out the
wheat from the chaff, you can also display the samyrior each bug by checking the
box at the bottom of the screen.
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Figure 14-18. Dependency chart for bug 3917

Another great feature of Bugzilla is its patch vegw Patches fixing a specific bug can be
referenced via that bug’s list of attachments. yllhehow up listed as typeatchin the

Attachment section (Figure 14-19) of the bug repoits there will be a link to view the
diff/patch under the Actions column.

Figure 14-19. Attachments for a bug
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Figure 14-20. Viewing a bug’s patch

The Patch Viewer gives you a quick, clear picturexactly what was changed to fix the
bug—or what's been attempted as a fix, at leastoteNhat this nifty functionality
requires that you be using Bugzilla with CVS, th&R. cross-referencing tool, or the
Bonsai change monitoring system.

Extending Bugzilla with addons

Bugzilla is a tremendously powerful tracking systdrat a large number of extensions
and additional tools have been created to help geaad use it. A quick run-down of
some of the more visible addons would include:

SCMBug: Integration with Source Control Managensrstems.
(http://freshmeat.net/projects/scmbug/

BugzillaPublisher: Tie Bugzilla into CruiseContfol continuous integration
(http://buildprocess.sourceforge.net/bugzillapuldishtm)

Deskzilla: An alternative desktop client insteadising a browser
(http://deskzilla.com)/
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See Also

BugTracker.NET
CodeTrack

Trac

Getting Support

There are a number of support venues for BugZgtad on its homepage. You can get
help via two newsgroups as well as the #mozwebtddlschannel on irc.mozilla.org. A
number of commercial vendors also supply fee-baspgort—you’ll find them listed off
the Support menu at Bugzilla’s homepage.

Bugzilla in a Nutshell

Bugzilla is a complex system to install and confegubut with that pain comes an
immense amount of power. You'll be running a bragking system capable of dealing
with thousands of users and bugs, plus you'll hawsealth of places you can go for
support. The vast number of features in Bugzjilas its extensibility, make it a serious
consideration for teams and groups of teams worimtarger projects.

14.4Managing a Project with Trac

Tracking issues via BugTracker.NET, Bugzilla, ordé®rack is critical to a project’s
health. All those systems offer many importantadalities, but wouldn't it be nice to be
able to tie the great communication benefits of i&i\to a full-featured issues tracking
system? What about somehow linking to the souw®rel repository so you can
reference the actual code in the conversationsrgddving?

Trac, a Python-based issues tracking and enhandad|®¥ you do just that. As Trac's
overview page says, it creates “a network of lifdetween issues/bugs/tasks, code
changes and wiki text.” This really enables depels, customers, and management to
quickly see what the big-picture status of the gcbjs.

Better yet, Trac ties directly to Subversion ref#s. You're able to tie revisions to
the source code straight into comment streams a0’ Wiki, or have issue tickets show
the exact differences in a revision used to restiledssue.

Table 14-4. Trac at a Glance

Tool Trac

Version Covered 0.95

Homepage http://projects.edgewall.com/trac/

Power Tools Page http://www.windevpowertools.com/tools/162
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Summary Tie your issue-tracking system into a Wikienhance
communication about your software. Tie all thajetner
with your Subversion repository to track exactlyawh
going on with the code.

License Type Open source, custom license

Online Resources Very active mailing lists

Related Tools in This Book| Bugzilla, BugTracker.NEJodeTrack

Getting Started

Trac has a substantial list of requirements, somatich are quite version-specific,
especially when installing on the Windows platforrac’s installation instructions for
Windows platforms [{ttp://projects.edgewall.com/trac/wiki/TracOnWindgware very
clear and very helpful, so read them carefullyuoi@ problems.

Trac will run on Windows Server 2003 using IIS @it there are several issues on this
platform, particularly with Python performance. a\g, carefully read and work through
the instructions to avoid problems.
(http://projects.edgewall.com/trac/wiki/TracOnWindslig6)

Trac uses a database to store project informabaohthe good news is that you don'’t
have to do much about it: Trac’s default instadiatruns on top of SQLite, a completely
hands-off database engine. You'll need to performa or two setup steps, but they're
simple and forgettable.

Expect to spend the better part of a day gettingcTup and running for your
environment, especially if you're interested in woniing tickets from other bug
databases. There are support scripts to pulltickem a number of different trackers,
including Bugzilla, SourceForge, and Mantis.

Trac’s written in Python, so you'll probably be beéf learning at least an overview of
Python. Trac’s also happiest running on Apachesb werver, not IS, so some skills in
configuring and running Apache will be criticalidu choose to go that route.

There are a wealth of configuration options forclr&’ou can do extensive reworking of
the user interface with templates and CSS modifinat There’s even a quick example
for pulling Google’s Adsense service into your arste of Trac.

You'll need to get familiar with the trac-admin pgin script for configuring much of
Trac. You'll use that script to do everything frameating components for the software
project to managing tickets. The script can runnieractive mode, plus it is well-
supported with informational help screens, soribstoo difficult to pick up.

Using Trac
Once you're past the installation phase, Trac @refit your team in a number of ways.

Bring a Wiki into your environment

As already noted, Trac is centered on an enhanciéd Wou use Wiki text to create
new pages, link to various other topics, and dispiéormation from other sources right
on one page. (See [FlexWiki] for a more detailéstuassion of Wikis.) All of this
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functionality is in a collaborative environment—amg with access to Trac’s installation
can edit pages, so you're able to get feedback fweryone on the development team,
management, and even customers if you choose ltadithem.

A specific set of Wiki formatting features callédacLinks provides linking between
Trac entities such as tickets, change sets, milestand reports. TracLinks usually take
the form type:id, where id is the number/name/othpaf the item. For example,
ticket:1 links to the ticket page for bug #eport:3  would open up the page for
report 3.

Keeping track of issues

Of course, tracking issues (bugs!) are why you gbbpinstalled Trac in the first place.
As with the vast majority of tracking systems, iaues in Trac are handled via tickets.
Trac’'s New Ticket screen is much the same as hkroissue trackers: enter the basic
pieces of information including name, subject, digsion, version, etc.

Figure 14-21. Entering a new ticket in Trac

Once a ticket's in the system, an entire Wiki-basedversation on the issue can develop
with everyone involved. For example, Figure 14i®2aken from Trac’s Open Source
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project, and shows the first entry in a conversatbout multi-project support in Trac.
(Which isn't implemented yet.) Notice that theree dinks to other Trac Wiki pages
(TracMultipleProjects) and Changesets ([42]). Kilig any of these links from this page
will jump you to the appropriate area of Trac’s Wik this project.

Figure 14-22. Issue history in Trac

Depending on permissions set in the Trac instakral can even change structural
properties of the ticket. Figure 14-23 shows usbenging priority, severity, and adding
themselves to the ticket's email cc list, ensurthgy’ll be kept advised of future
conversations on this ticket.
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Figure 14-23. Wiki users adding to the ticket's wersation

See what's going on in the repository

Changesets hold information about revisions inrdpository. Changesets can be one
specific set of changes to code, say a bugfix paicltChangesets can be a grouping of
other Changesets or groups of revisions.

The Header in Trac's Changeset Viewer displaysrimition taken directly from a
revision’s commit log. The Message field is thentoit log’s message, and the Files are
those revised during the commit. Note the linkissue ticket 15 in the Message log.
Simply entering the bug number as part of one’sragmaction will ensure a quick link
from the Changeset display back to the origindietic

Figure 14-24. Viewing a Changeset

Changesets also let you have a quick look at tleeifsp code updated as part of that
revision. You'll need to load diffutils as part dfrac’s installation, but the added
functionality is well worth the small extra effortFigure 14-25 shows regions of a file
changed as part of a Changeset. Added portiornis green, removed sections in red.
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Figure 14-25. Diff report from a Trac changeset

Timelines, milestones, and the project roadmap

Ever wonder what's going on with communication atelvelopment for a project?
Trac's timelines give a quick view of events inrajpct. You're able to see which Wiki
pages have been edited, what tickets have beetedreanchanged, and what Changesets
have been committed to the repository.

Administrators of the system are able to set Milass for particular releases and flag
various items against those milestones. The PRrdgmadmap gives you a quick

overview of how you're stacking up with hitting tidilestone (Figure 14-26). Here

you're able to see the number of bugs againstquéati milestones, and what part of the
repository is targeted to that Milestone.

Figure 14-26. The Trac project's Roadmap
Get reports

No project management system would be completeowitheports. Trac’s out-of-the-
box setup gives you a number of different optiam&xamine ticket status. Additional
reports can be added using either custom repoifsaa’s query module.
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Future development is moving away from custom resp@nd more to
the use of the query module, making Trac less lfigtdupled to the
database’s structure.

Figure 14-27. Trac’s default reports

See Also

[BugTrack.NET]
[CodeTrack]
[Bugzilla]

Getting Support

Support for Trac is available via a number of projmailing lists, all accessible from
Trac's homepage. There’s also a bug/feature tngckystem at Trac’s home as well.

Trac in a Nutshell

Track can be painful to get set up and running,lboik at the payoff: great information
from your Subversion repository available righteivery ticket's chain of conversation.
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You're also able to have a Wiki-based conversatinprissues and project status, helping
to keep everyone clear on how your project is pFsging.

14.5For More Information

Surprisingly, no one has authored substantial wakscifically on bug tracking.
However, helpful general information on defect king can be found in one of Steve
McConnell's works:

Software Project Survival Guide by Steve McConglicrosoft Press, 1997, ISBN
1572316217)

While it's specifically on using Visual Studio Tea®ystems, Sam Guckenheimer’s book
has an outstanding discussion on how to monitor pooject’s health using metrics like

bugs discovered, bugs fixed, churn rates, and rmmte. He gives a nod to working in

Agile methodologies, too. Well worth a read, refj@ss of what tracking method you're

using.

Software Engineering with Microsoft Visual Studi@dm System (Microsoft .NET
Development Series) by Sam Guckenheimer

Ron Patton’s book on testing has a good sectidnugrrelated metrics:
Software Testing, Second Edition by Ron Patton (§&005, ISBN 0-672-32798-8)
Ron Jeffries shows the XP way of defect reportiiagthe Big Visible Chart method:
http://www.xprogramming.com/xpmag/BigVisible Chansn#N253
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